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GB/T 21716. 171 5E MIARE RN & SU&E H T A 3018

4 HERGIE
B S A T A
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6 —RIEPEX

6.1 IEBHIFFEM

DA ZERIE FH T A3 3 BTt s 1) 4 ik

a) WFBRJET X. 509 & 3 FiHE 9I0E 155

b) FHMN 5 IETF/RFC 5280 #H—3. {NfE5 IETE/RFC 5280 £ 51K O 40 in] fR & i 7 A 454 1
HOUT, J7 UV E TETF/RFC 52805

¢)  AEMNAFRIRJTTE, WEFRF S IETF/RFC 3739 HIFE « AXAE S C &0 B ) BT RS54 1
BUR, A VW ES IETF/RFC 3739;

d) 4T BAR B TR 25 44
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AITAT DAR A [ AR BE

Certificate : : =SIGNED { SEQUENCE }

Version [0] Version DEFAULT v1

SerialNumber CertificateSerialNumber

Signature Algorithmldentifier

Issuer Name

Validity Validity

Subject Name

SubjectPublicKeyInfo SubjectPublicKeylnfo
IssuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL
SubjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL
Extensions [3] Extensions MANDATORY

version (WRA) ZdmbBiE FIARAS . UE S RRA RN 2 v3
6.2 BEIEPBRBRFE

a) serialNumber (JF#1%5) JEHH CA NE/MIEFEE R — ML, ME—riRfMES.
FXTREE CA KATHIAUE 1S, 1 serialNumber Y2 ME—/) (B, RATE L FRAF5 5
AR IRME—IEF) o

b) signature (Z54) L8 CA JUEEE4 BT H S E I BEAR R AT

c) issuer CRATH) WniHSARLZHR, ZIARCRL I RAT TUET . LB NCR A IE 2411 1S0 445K
g5k, IR A B 2 T A R A B R
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By, 4 YY RTEEET 50 B, P YY RN 19YY: 4 YY /T 50 B, Rifif
BN 20YY. 41§ GeneralizedTime I, RiLL “Z” #%50%6F UTCTime fid, FERAL &4 — A
Bt (Hp, #%3XMJ2 YYYYMMDDHHMMSSZ)

subject (M) FRUATEF RN FF BT R I A BIAE SR ST 1 4 FK s
subjectPublicKeyInfo (FAANHEEY HT#ETAH, HniRZAHAT KR E:,
issuerUniqueldentifier CKRATHME—FRIRAF) J&H TME—bRiURAT 7 PR EAL A& .
(RFC 5280 #rifERE A FIZTBD

subjectUniqueldentifier (EARME—FRINFF) & T ME—bRiR EARRIEFEAH . (R RFC
5280 MIHLE, EWAFHIZFED ;
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6.3.1

ik

FHEFINE T A EAE DB EENERER., SIXN%, IETF/RFC 5280 &% IETF/RFC
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6.3.2
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AR 7 BUR RS N AL A 1 — I

a)
b)
c)
d)
e)
f)
g)
h)
i)
i)
k)
1)
m)

E:

6.3.3

md5WithRSAEncryption (1.2.840.113549.1.1.4);
shalWithRSAEncryption (1.2.840.113549.1.1.5);
dsa—with-shal (1.2.840.10040. 4. 3);
md2WithRSAEncryption (1.2.840.113549.1.1.2);
ecdsa-with-SHAL (1. 2.840.10045.2.1);
ecdsa-with-SHA224  (1.2.840. 10045.4.3. 1) ;
ecdsa-with-SHA256 (1. 2.840. 10045. 4. 3. 2) ;
ecdsa—with-SHA384 (1. 2.840.10045. 4. 3. 3) ;
ecdsa—with-SHA512 (1. 2.840. 10045.4.3.4) ;
d-RSASSA-PSS (1. 2.840.113549. 1. 1. 10) ;
sha256WthRSAEncryption 1.2.840.113549. 1. 1. 11;
sha384WithRSAEncryption 1.2.840. 113549. 1. 1. 12;
sha512WithRSAEncryption 1.2.840. 113549. 1. 1. 13.
fL45 MD2. MD5 A1 SHAL hash®i% [FI&WaFle], LM G HZIH RS . X hash ik O YR G+ H T
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a)

b)

c)

d)

RSA

pkcs—1 OBJECT IDENTIFIER : : = { iso(1) member—body(2) us(840)
rsadsi (113549) pkes(1) 1 }

rsaEncryption OBJECT IDENTIFIER : : = { pkcs—1 1}

Diffie-Hellman
Y HDiffie-Hellman OIDMIFEJEE/2IHiEANST X9. 42 [X9.42] & X,

dhpublicnumber OBJECT IDENTIFIER : : = { iso(l) member—body (2)
us (840) ansi-x942 (10046) number—type(2) 1 }

DSA

RECFESCRE DSA 01D Ay:

id-dsa ID : : = { iso(1) member—body (2) us(840) x9-57(10040)
x9cm(4) 1 }

Elliptic Curve
Fedsa [ 1, 2,840, 10045,2, 17}
SIFHGB/T 21716.3 2008917 6. 1. 5260 K /INPIFILAE -

6.3.5 EHITHBWFE
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ZH6.
a)

) :
b)

GNUE

c)

) :
d)

ANEFRUEBIE T RAT T AR TBII N 2

EX A EEKLFR (countryName) W ALHE 1SO XU FFFE FKARIRFT. 78 BRIT (e At 0b 2 ge
I H% SR SR U5 A N RS B TR AL E B ARIEE K, Frblb 7 Bod a1 ANEE
BRI R P/ B 3 B AL J7 T 2 RIVE R, 20 % HA O SRR IR 1 1B S0 A Bl T 2 5t
THEIE SR I LE o
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sS4 R A FR (localityName) W] FHTA7Aif 28/ 0 — AN S FREE o A SO RIE Hb A3
LR Z R o T2 248 51\ H B kb 23 44 FRAE S T B 5K FEUETRAT 7 PR, 1T L I
e JE L R FR, XA R B A AL R

i FR= “dbnt”

HRAFR: HLLHK (organizationName) B N ELHEZH SUEM AR EHK, R LRRETE b
SEARTE LR I SZFE R PRI 2R CA IR TS5 L T 11 CA AR 4K

HRBHR= “demih LR

HARITCAFR: WRAFAEH L F 0, HEF L4 (organizationalUnitName) H T-176i4sE
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TEAFAEH SR TTHITEOL T, BIZLALE CA o [ PN 5 44 Bk 22 S ) R R4 2 B s 44
LT A RR= “ 2T R B AL
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e) EMAARK: AT BT AR NI BRI SRR A IRSGIE R, By BoE R i
M4 F% (commonName) F: A& — [RLEIEARHEML MM RAL - Fr 2B SRR A Bk, 8
TR RATHE ANER AR R AEEH AR (commonName) "7 BUE 6055 8 BIIE 55K
W I A4 R o

Pl B RS R RS B

6.3.6 FEIHRBMRFE

e T F AR AR B ER B FRNATE TR SCRHME SO PR ], 53& M IS0 FRESH R FF— 2L,
ZAFREERIR YT 525 5|0rganizational Role (ZHZfE) , ML FIHANHARHALHITLZ T,

RI7 ORAB AT 25 (1) TS AN S B BAEUE T4 J& (HCRole B H.

6. ARE T RFIE A EAR L PR A . BN SCRIFE RS ALISO TS 21091,

a) EELH: EXRLF (countryName) MifLZ 1SO MFAFE F AR

~fil: EZXLFR= “CN”
e B B R R % 1 K ) SEBRRaAs
XTT CAv IEFRAAIAEIE R T N 51y $7 53 BT ORAB 3R T  SCRFAHZR e D S A 23K, itk

F B ), RUONAEZETT R A S o SR B2 IR B 5K 2 AR OB, X Fh A2 B 15 1 A4

MRS B G R FT I8 BRI R . AN [F B 56 & A R R /1 8 B 7 T DR 25

ARIVERL, 3 G SRR BN B SOR G B o 2 2 K .

b) MR HEAFR (localityName) W] FHT-F#fifi 28/ 0— AN M s FREHE o A ORI R Hb £
RRIPERL o« T0Z 248 SN M3 23 2 AR S T B 2K o FEUEF EAR PR, AT DL BE T
JEH SRR, A FH D S AR

wfil: MR BFR= b

c) HLLRR: AL (organizationName) BN ELHEHLEM AR EFR, AR LFZ TR
SEARE LR I SZFE R I7 PRI L 2R CA RT3 11 CA AR 2K

il HELFR= “Abnt 2 s R

d) HH/BILHRR: MRAAEHLN P ITTHIR (organization/UnitName) 7B, WZFBH T4
ke A N ENAR oo/ BLEAR. BEPIANZ T —NNFEAE, ATUES T ERFEE
HLRTG . FEAFAE LR TTIIE LT, A ZR B 0 AL PR IR 06 43 07 2 IV R FH 3 B 4 R 1R 22 S )
%o
TERELL IRy (RS IR, ldn, fEHA, AR T T EIT R M . ROy

(R EH %/ B7 K 38 0] DA i) ZH 2R B G, T ok 77 v v P SR A B2 SRy il (R R, O P i

TE AL S A 2 1R o X P 7 v o] DA 7 B AUE 15 R U BB S . fEHE/

TCARTFBATAEMIEOL T, BT DL AR R A o

il AP ILAFR= AL L TR B RL”

w~fil: AP ILAFR= AR A BIEI”

e) HAHARK: WWFBHTHIRLZHRR, 8% FRE oo 5 vl DU o

~ffl: EAHARR= “ZEER” (AR
X FAEUE T AR NSRS B b & 1. EUE RS RV RS Mg RS BT,

REfEEMERE R G R R T DL A N @ G B T 2.

£) W B TR RS AR . BT R . WRAFAE, © ] DAB B bR IR
&, BFUNTEERTT RAgE R G nl DLy e .

SR SRR <27



g)

7TT1§|J %=
e-mail: IS BU EE IR 2 0 AR L1 AR bk

h)

PAr e, BrLLE AT DA bR IR A4

“« aﬁ”

~f5l: e-mail = donglx@health. com. cn
FE AKX 3 24 FR r RSG5 F - S g 1 DA SRR IR ARSI 2 4 TETF RFC 5280 F¢HH,
EATS R FCVF IR o AT WA ZEAE T AR FR B s F R, T A2 #Esubjec tAltName (AT #4
PR FBHEA .

6.4 NEMETHREBIEBREMENR

6.4.1

RITHFR

XA AR DR EEIE SRR B R AT T T BB SR WK L
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o B TR TR FF AR 4 . BT RAAAE . T EETT R RGN HE AT

F1 NEMETREBIEBEBNLITHFEREXR
CA iFH FRIRIER
EBEZ mgm i?ﬂ% Eﬂﬁ%ﬁ JEIEF R R E @%% HAHUE | WEEH | MEES B
HHEH BER A A RAEFS M A RUES © EFS +
b
RITHFE 2
H R DhA& I PhA& WA HY DA HY MR | & D& WA AT
Hh S LR v} v} 1B v} kR | AR BBl gAY gAY
HRALZFR Dy i} Dy i} A& Dy i} W | &N Y-St V% S} gAY
HABTTEIR v} v} 1B} B} kR | ATiER BB g A g A
BHAK Dy i} Dy i} A& Dy i} W | &N Y-St V% S} AiEH
U ORFK G| FAEIE T8 2 ) rT DL ) R AT 1D ER
* ANIENUVAE 5] 1o SR RATIE T A K .
 RIERAE R L N GLIE TS B R3S T S FE R T R AL 38 TR SRR R T PR A SR L IE 15
6.4.2 FHAHRFE
X 8 Fh B 7 ORABIE TH IR AR 7 BB R WK 2.
22 NSEMETREEBXERNERFEREKR
CA iFH RIEP
EHER INENH | &AX/HF | EIgsE | EENEES | Wy | 48P | RE&E | MAEE | BHEES
JER Db AR WARIEF | A ARIER © iEH B +
FiEFE 2
EREHK WA WA HY DA AR "Ik | &M AR | AER | RIiER
Hh AR EIpH: ] Bl EipuAtl] EipuAtl] "Ik | AIER AR | AER | RliER
HRALIK Dy i} DYt 1B} 1B} kR | L& nEER | AER | RTEERY
AL BATTHIR EprH:] 1B :j 1B} 1B} IR | ATIER nEER | AER | RlEERY
BRAK Dvx- 1] WA DA DA W& | D& nEER | AER | RTEERY
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% A& AEH AR AR LR | ANEH AER | AR | ER
3 A& AEH AR AR LR | ANEH AER | AR | FER
R HR A AL gy AL AL LR | FTIER) FIIER) | WTIERT | RTIER)

ARG AEUE TSR 2 8] AT AR ) R B 1D 2K
"N URITIEFS 5] 1 o SRR R AT HE P 23R
AR IR R N SAIE S A R T 52 E BT OR AR SR 3 e S AN SR R T R A e B3 IEAS

7 IEBTREVER

7.1 HLR

KTAEX. 5095 SRR I PRABE T b i SR iZ B UE By R i) — BRI R o A I e e 1) 5
VER S B WIETF/RFC 5280 A1 IETF/RFC 3739,

7.2 —RIRE
7.2.1 HHZEHFRIDFT

Y BRI ARR A FIIEE B L AR effi— CA AR ZEHES X 4 (Flhn, %48
B .
W ff FlauthorityKeyIdentifier (HUHZHFRIRST) ¥R ZEHIFRAF (keyldentifier)
XAy R . WA, UK Y A E NSRS .
7.2.2 FHREHFRNFT

Wy B TR RAIER I subjectPublicKeyInfo (FHENMHER) FEARERI A
IETF/RFC 5280LF& afif M A T AR IRF (keyldentifier) KR
Sob T4 6 5 97 AR AE e PN T i SEAAIE B AT A CAE ok, e A b g5 O RN AR S B 1) o

7.2.3 EAKEH

keyUsage CEFEHMHD 97 @ MR RUEF oA SC A M IR AR S o 0 FEl 725 44 1 B ph s B %)
Bl 2 2 BRIk i, H 34 N %% (dataBncipherment ) %25 5 ) f# AN N 5 Pt 3% # 2k % 7 45 44
(digitalSignature) ZHMEHES (6. 1) .

MW RN @I (ZIETF/RFC 528013 E) MY Ny &,

7.2.4 FASATEAER (privateKeyUsagePeriod)

WAL LY e
AFEAELES I, SR AL B F A5 (1 0 o

7.2.5 JEPRREE

certificatePolicies (iE 5 ZEM&) ¥ & M ALFEGB/Z 21716, 3} & 1 #5 #E 16 1UE 15 CA 3% B& 1)
objectidentifier (X IniRfT) -
P 8 2% AT AR S EE 1)

7.2.6 FEFHRBFRBIR
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EiKssubjectAltName (EAFHANO I REIET . EBULY RS I ARFC 8221
BB N TR AE . ARy RS H 4, e NMZAUTFS 47 8 0T 4R, UTF8 47 Hf R At E br 4
LM H BSCRF BT X A4

SEy RN T AR R B I fe

7.2.7 HEAERAR

basicConstraints (GEARLHD) §REH —MNMu/RME, HTHE EEZ S NCATES), FHHA
WER AR B AIE . Wk, el ES R K AR T e .

CAIF PN ALFECAMEN “E” KbasicConstraints (FEAZIH) ¥,

KT U e A2 75 A2 B VAT ] e 1 L3R 3 6

Uiy SRS CMARIE R R Lo A B2 AR IER RS IR AR 0 . SZHEERIT (R IR AL . SOHFIRIT IR
e a . . A MHMESAIET) ARIY EBEEN “B’” .

7.2.8 EPEGEIIRS S

TETE/RFC 52807% W0 sk CAFI N F 37 #:CRLDistributionPoints GEPBRIEFIE S A . W1
WRHFICRL ) A f fR) BT (RSB R UG, Y R NARIRAE S 7E 5 H b A IECRL (ERCAIESKIARL)
hb, FERAE RN A SR YRR

7.2.9 yREHEH

ExtKeyUsage (¥ FEEHPIMAD 7 BrfR th CIRIERI A PR LRSI — e DM ATE, o 54 i
(RIS I B e B B I R 7 B
BEy RN T AR R B 3 JiE

7.2.10 HHEEiA1

authorityInfoAccess (HLHME R VD ¥ F&HE A0 s il A ATCAUETS0CSPRIN B d o Bb 7 BEANHE
SECRLI AL . e Bt — R AUV 10 J7VE A Vs el bk Bl 72325 81 b A N E R 5 T-CAMY &
SR At . U5 JHERUE (E B RS ARUARR 2, U Rl R E 5 B A k.

/S Sbv A NS | S

7.2.11 EHERiELE

subjectInfoAccess (TAR(E RV fig iy il LARCAIEBANRSS, Biltn, wHEE. i R
AR AR

7.3 THAFEHEFEFEM
7.3.1 ErREREEM

=7 PR A €4 (heRole) J& 1 S0 VP IE A AN I I e B L b Ay e 55 i AT m i o TR A S B b g
it ] 7 f B A T DGE R R AL R B A I BB A 1, WO WS Bl X R VF 2 FIE TS R AT, FRAEZRIER 1)
AF 5T B G . BB A Y LS, DL vr R A B 58 sl X e BR A i =

R M IE Fo 47 3 IR 7 DR AR A € R ) JBGIE B4 AR IR R B AR (R 2L BB 4y, i AEERR IR IE P rh 75
BB, —BZE, $%MEGB/Z 21716. 1 200818, 4 HIFIE, B2 MME 8 IE S EEACT,

AHR 3 SOV ALHE LN AR IRTE PR R 0 B (B S, B, M R S ik SR g S AR AR TR
LN R (REGTONAL-DATA) o T WL R SCH R “JRE%dE (REGIONAL-DATA) 7 #i4r.
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hcRole ATTRIBUTE IS {
WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE hcActorSubstringsMatch
D id-hcpki-at—healthcareactor}
X ERBRRFT A
AR B M A :
{iso (1) standard (0) hcpki (17090)}
id-hcpki OBJECT IDENTIFIER : : = 1.0.17090
id-hcpki-at OBJECT IDENTIFIER : : = {id-hcpki 0 }
id-hcpki-at OBJECT IDENTIFIER : : = 1.0.17090.0
id-hcpki-at—healthcareactor OBJECT IDENTIFIER = {id-hcpki-at 1}
id-hcpki—at—healthcareactor OBJECT IDENTIFIER : : = 1.0.17090.0. 1
id-hcpki-cd OBJECT IDENTIFIER : : = {id-hcpki 1}
id-hcpki-cd OBJECT IDENTIFIER : : = 1.0.17090. 1
id-hcpki-is OBJECT IDENTIFIER : : = {id-hcpki 2}
id-hcpki-is OBJECT IDENTIFIER : : = 1.0.17090.2
'S
HCActorData : + = SET OF HCActor
HCActor : : = SEQUENCE {

codedData  [0] CodedData OPTIONAL,
RegionalHCActorData [1]
SEQUENCE OF RegionalData OPTIONAL }
CodedData : : = SET {
codingSchemeReference  [0] OBJECT IDENTIFIER,
———— Contains the ISO coding scheme Reference
———— or local coding scheme reference achieving ISO or national registration.
———— The ISO coding scheme OID is id-hcpki-is (defined above).
——— At least ONE of the following SHALL be present:
codeDataValue [1] UTF8String OPTIONAL,
codeDataFreeText [2] DirectoryString OPTIONAL }
RegionalData : : = SEQUENCE {
type REGIONALDATA. &id ({SupportedRegionalData}),
value  REGIONALDATA. &Type ({SupportedRegionalData} {@type})}
JR) S AR 0T G ) 5 S
REGIONALDATA : : = CLASS {
&Type,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
D &id }
JIT SR Joy SR w R BB E
SupportedRegionalData REGIONALDATA : : =

12
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{coded,
—expect additional regional/national objects to be defined}
AADAE BT R E L
coded : : = REGIONAL-DATA {

WITH SYNTAX CodedRegionalData
ID id-hepki-cd}
CodedRegionalData : : = SEQUENCE {
country [0] PrintableString (SIZE (2)),
— 1S03166 code of country of issuing authority.
issuingAuthority [1] DirectoryString,
—— Identifier of issuing authority as Regional Entity.
—— Could be implemented as a true identifier or a
— Directory lookup string (to be determined)
hcMajorClassCode [2] CodedData,
hcMinorClassCode [3] CodedData OPTIONAL
FIF I B ARES, il ASTM E1986-98 %df FH F 1 (4. 2 9K o
i1 HeActor B H & 1 1) B K g s =
X T IR R TP A SAIEF AR IE R R Lok N SIEF R UG, ey e 2 & I AEHE R BT e . £
BRSO, g FIERE Y R .

7.3.2 E=HXBFREREM

BUCK Y RAE NP E T RN . FEXMHERH, ey R DI &hcRolef@ M (H7.3. 1) &
A4k, subjectDirectoryAttributes (FAAHZEEME) v AEFEA AR e rHe mH.

REFE Y AR IC AR BRI Y E o BTk 15 TOAUERIE € M i g, B DRI IE R el
N GUUEF AR IR R b A GE 5k, M3 @ 24 1. X T H ek Ak, thd i 2
AT

7.4 BIBIEBERT R

TR IE AR R Lol N DIE 5 AR TE A B b A G3IE 15 P ) & — TilqeStatement  CHEAKE 157
B o 0T AEE . SZAEEST ORMESR AL . SCRRAA SR BUE T kUL, v DAL —TilgeStatement
TR H SR B AN I AR AL & bqeStatement J& 1 . 5 %K LM € WLIETF/RFC 3739,

VR & TN AR Y BE 8 3 FFqeStatementsY i .

By 2wl AR SCHR Y R o

7.5 XPEMETITIIEDRBMEK
7.5.1 ¥RF¥E
XM RS TAT ML AE BRI Y e 7 BrE R WAR3.
=3 M EMETITINER XEYT RFBRINEX

CAEH PR RIEFS
ERER WIEHL | X/ | ENERE | FERERY |HREIE JR AR

ALUES | WA | RS

WES | BET | MARER | WA RES © il

13
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— YR
authorityKeyldentifier | NN . \ . \ s \ Al a | \ . AT I
AR ) DA% DA% A& DA% -S| A& DA
subjectKeyldentifier VA 30| VA% 30| WA WA
D5 A& W52 ) DA A % )
(R i
keyUsage DYt Y-t A& A&
D5 A& W21 DA A % )
(BEHER) "
privateKeyUsagePeriod | #44fK] A 17 AL I
Al 3k CIEvALs Af 3k CIvAis AJ 3k
(BRI o I T A M
ficatePolici DR | BEM | L& LA
certiiicatePolicies wi | B & B yaw | wawm | wam | sem | mme
(IEBERE)
subjectAltName A &gt} AT AT I X . . X ,
(ARSI Al 3 ) A% A B ) AL 3% A B )
subjectDirectoryAttribu | B4 K] B ] 1% Y AN
\ 4 s 3 % 7N ¢ I ‘S A} S
s (EEAERE) Al B ) BB s 1 BB A B )
basicConstraints AR b A RN
Al 3 ) Al 3 ) Al 3 ) A% Al B ) Al 3% Al B )
(RALE) wmhlm | e | " " " " " "
CRLDistributionPoints
T D55 ) DA% DA% DA% DA | AR BER A B )
(CRL ¥ R)
PakeyUsage Wik | wEm | e AR | R | e | wiEE | BeEm | R
5] 3 H \ H A H A A A H \ A A A A A
(¥ RAMAFER)
Hidy @
VLA B i) A 3% ) A 3% ) AL 3 ) AL 3 ) AL 3 ) Al Al 1 ) AL 3% Al 1 )
gcStatements extension
e BB ) BB ) D © D © W e | BEm BB ) A A 3 F)
(ac =AY &)
Hcrole (Hc &) B 1) A AL 3 ) AL 3 ) AL 3 ) Al Al 1 ) BB BB )
W B IR I

" AR TE R R PN SRIEFS A 3 P T S FE T R AR AR L RS AN SRR BT ORAE R SR E TS
AR BAR IR N AR XA, “ LRI SEIERESRY

Mt X A
(ERHE)
HEBEER R Al
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N T AR A0Y, Hpgs N AFEAMEVEI RG] o X ERBIASEATENE R o HATE P ACRS A1

SO WASER 73 (F1E 5
A2 R THEREIERRER

S DUR R BB, Ak el 7 A 6 ] 6] 57 4 B IR 4% (NHIS) E -Foolég Sk 7 Y (ks 2K
Bill SmithfINHS Zm'5 4368964278, iE15&4THEIN20014E8H1H, WEFZ 1k H I MN20064E8 H

1 E[ o
Version
SerialNumber

Signature

Issuer
countryName
localityName
organizationName
organizationalUnit
commonName
serialNumber

Validity

Subject

countryName
localityName
organizationName
organizationalUnit
commonName
surName
givenName
e-mail
subjectPublicKeylnfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies

policyldentifier

cRLDistributionPoints

authoritylnformationAccess
subjectDirectoryAttributes

(2 — decimal code for version 3 certificates)
(unique CA generated decimal number)
(sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5}

(UK)
(London)
(Dept. of Health)
(National Health Service)
(Patient Certificate v1)
{serialNumber of the issuer})
(validity period coded as UTCTime:
not before 010801000000z
not after 060801000000z)

(UK)

(London)

(NHS)

(Patient Registration)
(Smith, Bill)

(Smith)

(William)
(bSmith@uknet.com )

(public RSA key, 1024 bit {1, 2, 840, 113549, 1, 1, 1})
(Subject’s PUBLIC KEY)

(unique identifier of CA public key)
(unique identifier of subject public key)
(digitalSignature)

OBJECT IDENTIFIER :: = Policy-OID-for-Patient-Certificate-v1

(http: //crl.location.nhs.uk)
(http: ocspserver.nhs.uk/OCSP_SERVER: 5555)

15
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hcRole OBJECT IDENTIFIER :: =id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData :: ={
codingSchemeReference OBJECT IDENTIFIER :: =id-hcpki,
codeDataValue UTF8String :: = the-code-for-patient,
codeDataFreeText DirectoryString :: = optional-data }
regionalHCData Sequence of RegionalData :: = {
type OBJECT IDENTIFIER :: = OID-for-this-regional-encoding,
country PrintableString (SIZE (2) :: = ISO-country-code-for-UK,
issuingAuthority DirectoryString :: = (c=UK, National Health Service,

ou=patients),
hcMajorClassCode CodedData :: ={
codingSchemeReference OBJECT IDENTIFIER ::
Coding-Scheme-for-Type-OID,

codeDataValue UTF8String :: = Type-OID-for-patient,
codeDataFreeText UTF8String :: = “patient ID 368964278"}} }

A3 Rl 2: EEMBEREWASEREE

S BUR G B, IE AR 1 78 B0 AR JE UM 45K 54T M8 B 45 R T s =X
Bill SmithN#ATTHIET4TE I (Certified Medical Transcriptionist, CMT) . CMTHIEESTHT
TR FEEIERAT,

Version (2 — decimal code for version 3 certificates)
SerialNumber (unique CA generated decimal number)
Signature (sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5}
Issuer
countryName (US)
localityName (California)

organizationName (Name-of-CA-for-California-Health-Care)

commonName (Name-of-CA-for-California-Health-Care)
Validity (validity period coded as UTCTime)
Subject

countryName (US)

localityName (California)

organizationName (CertHolderOrganization)

commonName (Smith, Betty)

surname (Smith)

givenName (Betty)

subjectPublicKeylnfo

algorithm

subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier

(public RSA key, 1024 bit{1, 2, 840, 113549, 1, 1, 1})
(Subject’s PUBLIC KEY)

(unique identifier of CA public key)
(unique identifier of subject public key)

16
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keyUsage (digitalSignature or non-repudiation or keyEncipherment)
certificatePolicies (appropriate policy OID)

cRLDistributionPoints (CRL X.500 entry location)

subjectDirectoryAttributes

(hcRole OBJECT IDENTIFIER :: =id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData :: ={
codingSchemeReference OBJECT IDENTIFIER :: =id-hcpki,
iR AR (QIIERIEYERIA)
HR LR (SEESEEE-E A
AR (Smith, Betty)
¢ (Smith)
% (Betty)
FEAPER
Hik (A3t RSA %4, 1024 fi{1, 2, 840, 113549, 1, 1, 1})

E S YN (EARRH)
R
B AR REF (CA A FHME—FRIAFT)
FE AR RART (AR B ME— R IRFT)
AR (B 25 44 BRI HRA 3 N &5 R )
UE 5 SR (J& 43R I 1 OID)
cRL AR a4t (CRLX.500 A [3ii)
FREFES
codeDataValue UTF8String :: = the-code-for-transcriptionist-role,
codeDataFreeText DirectoryString :: = optional-data}
regionalHCData Sequence of RegionalData :: = {
type OBJECT IDENTIFIER :: = OID-for-this-regional-encoding,
country PrintableString (SIZE (2) :: = ISO-country-code-for-USA,
issuingAuthority DirectoryString :: = (C=US,

OU= American Association of Medical
Transcriptionists),
nameAslssued DirectoryString :: = (CN= Elizabeth Smith)
hcMajorClassCode CodedData :: ={
codingSchemeReference OBJECT IDENTIFIER :: = ASTM-Coding-Scheme-for-Type,
codeDataValue UTF8String :: = ASTM-Type-OID-for-transcriptionist}
codeDataFreeText UTF8String :: = “license number 1234567”}} )

A4 B3 EMEREWASUERIRER

E: PURRBUAGR AR, FEANR B 7 BI04 JE SR SR & AT RREIE 5 BT R g = .

John Stuart Woolley aka Tink WoolleyHI#H& B InFI4E JE WA By SRR R ik, HEgw S
2004073, PEIRARS 17 C “017 N “SHENAEAT) , KRATHE 200043 H22H, #uk HEAA 20024
3H21H.

Version (2 — decimal code for version 3 certificates)

17
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SerialNumber (unique number)
Signature (sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5})

Issuer
countryName (US=United States of America)
localityName (California)
organizationName (Name-of-CA-for-California-Health-Care)
commonName (Name-of-CA-for-California-Health-Care)
Validity (validity period coded as UTCTime)
Subject
countryName (US=United States of America)
localityName (California)
organizationName (CertHolderOrganization)
commonName (Woolley, Tink)
surname (Woolley)
givenName (John Stuart)
subjectPublicKeyinfo
algorithm (public RSA key, 1024 bit{1, 2, 840, 113549, 1, 1, 1})
subjectPublicKey (Subject’s PUBLIC KEY)
Extensions
authorityKeyldentifier (unique identifier of CA public key)
subjectKeyldentifier (unique identifier of subject public key)
keyUsage (digitalSignature or non-repudiation or keyEncipherment)
certificatePolicies (appropriate policy OID)
cRLDistributionPoints (CRL X.500 entry location)
subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER :: =id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData :: ={
codingSchemeReference OBJECT IDENTIFIER :: =id-hcpki,
codeDataValue UTF8String :: = the-code-for-physician-role,
codeDataFreeText DirectoryString :: = optional-data}
regionalHCData Sequence of RegionalData :: = {
type OBJECT IDENTIFIER :: = OID-for-this-regional-encoding,
country PrintableString (SIZE (2) :: = ISO-country-code-for-USA,
issuingAuthority DirectoryString :: =(C=US, L=CA, OU=California Medical License Board),
nameAslssued DirectoryString :: = (CN=John Stuart Woolley)
hcMajorClassCode CodedData  :: ={

codingSchemeReference OBJECT IDENTIFIER :: =
ASTM-Coding-Scheme-for-Type-OID,

codeDataValue UTF8String :: = ASTM-Type-OID-for-physician}
codeDataFreeText UTF8String :: = “license number 20A4073"}
hcMinorClassCode CodedData :: ={

codingSchemeReference OBJECT IDENTIFIER ::

18
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ASTM-Coding-Scheme-for-License-Status-OID,
codeDataValue UTF8String :: ="unrestricted",
codeDataFreeText UTF8String :: = “unrestricted”} })
FE_EIR7RGI T, N SR PR g 5 ISR 2 S DR A B o« 0PI A DX P il T e FA F
FE AN IX B S R CARAT I FRAT HE

A5 Rl 4: ZRETREERM S IEBER

A BUR RGO U, FEAS B B I0RIAE JE SN A5k S AT (R IE 5 iR A I A 2
Julie LeClerk 2z K44 /™.

Version (2 — decimal code for version 3 certificates)

SerialNumber (unique number)

Signature (sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5})

Issuer
countryName (CA=Canada)
localityName (Ontario)
organizationName (Name-of-CA-for-Ontario-Health-Care)
commonName (Name-of-CA-for-Ontario-Health-Care)
Validity (validity period coded as UTCTime)
Subject
countryName (CA=Canada)
localityName (Ontario)
organizationName (CertHolderOrganization)
commonName (LeClerk, lJulie)
surname (LeClerk)
givenName (Julie)
subjectPublicKeyInfo
algorithm (public RSA key, 1024 bit{1, 2, 840, 113549, 1, 1, 1})
subjectPublicKey (Subject’s PUBLIC KEY)
Extensions
authorityKeyldentifier (unique identifier of CA public key)
subjectKeyldentifier (unique identifier of subject public key)
keyUsage (digitalSignature or non-repudiation or keyEncipherment)
certificatePolicies (appropriate policy OID)
cRLDistributionPoints (CRL X.500 entry location)
subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER :: =id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData :: ={
codingSchemeReference OBJECT IDENTIFIER :: = id-hcpki,
codeDataValue UTF8String :: = the-code-for-midwife-role,
codeDataFreeText DirectoryString :: = optional-data}
regionalHCData Sequence of RegionalData :: = {
type OBJECT IDENTIFIER :: = OID-for-this-regional-encoding,
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country PrintableString (SIZE (2) :: = ISO-country-code-for-Canada,
issuingAuthority DirectoryString :: = (C=CA, OU= Name-of-CA-for-Ontario-
Health-Care),
hcMajorClassCode CodedData  :: ={
codingSchemeReference OBJECT IDENTIFIER :: =/SO-Role-Coding-Scheme,
codeDataValue UTF8String :: = the-code-for-midwife-role }
codeDataFreeText UTF8String :: = “optional printable data”}} )

A6 5 TFELAEDIEPRE

e BUF RGO U, FEAS B B INRIAE JE SN 45k S AT (R IR+ iR A I A =X
Sally R Jones Wik HE R, 2 TEEMEERS.

Version (2 — decimal code for version 3 certificates)

SerialNumber (unique number)

Signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

Issuer
countryName (US=United States of America)
localityName (California)
organizationName (Name-of-CA-for-California-Health-Care)
commonName (Name-of-CA-for-California-Health-Care)
Validity (validity period coded as UTCTime)
Subject
countryName (US=United States of America)
localityName (California)
organizationName (American Health Systems)
commonName (Jones, SallyR.)
surname (Jones)
givenName (Sally R.)
subjectPublicKeyInfo
algorithm (public RSA key, 1024 bit{1, 2, 840, 113549, 1, 1, 1})
subjectPublicKey (Subject’s PUBLIC KEY)
Extensions
authorityKeyldentifier (unique identifier of CA public key)
subjectKeyldentifier (unique identifier of subject public key)
keyUsage (digitalSignature or non-repudiation or keyEncipherment)
certificatePolicies (appropriate policy OID)
cRLDistributionPoints (CRL X.500 entry location)
subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER :: =id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData :: ={
codingSchemeReference OBJECT IDENTIFIER :: =id-hcpki,
codeDataValue UTF8String :: = the-code-for-file-clerk-role,
codeDataFreeText DirectoryString :: = CN=Sally R. Jones}
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regionalHCData Sequence of RegionalData :: = {
type OBJECT IDENTIFIER :: = OID-for-this-regional-encoding,
country PrintableString (SIZE (2) :: = ISO-country-code-for-USA,
issuingAuthority DirectoryString :: = (C=US, OU= American Health Systems),
hcMajorClassCode CodedData  :: ={
codingSchemeReference OBJECT IDENTIFIER :: = ASTM-Coding-Scheme-for-
Type;
codeDataValue UTF8String :: = ASTM-Type-OID-for-file-clerk}}} )

RERR, ARBIAFETRES QERBELT WAL , EEA PSS MRS S S, X2
VRH, ORI A DO Bt rT F A R, 2 T N NI T A0 B A CAR AT IR FRAT R E

A7 il 6: RLLEPIEER

Er LR BIBGE BHIPER,  FFEAK B 7 BI04 JE SR R A AT 8 BE L IR 45 R A A A 2K

Version
SerialNumber

Signature

Issuer
countryName
localityName
organizationName
commonName

Validity

Subject
countryName
localityName

organizationName

subjectPublicKeyInfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints

A.8 =15 7: ACEER

(2 — decimal code for version 3 certificates)
(unigue number)
(sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5})

(US=United States of America)
(California)

(California Hospital Authority)

(Health Digital Certificate policy v01)
(validity period coded as UTCTime)

(US = United States of America)
(Region = California)
(Midtown Hospital )

(public RSA key, 1024 bit{1, 2, 840, 113549, 1, 1, 1})
(Subject’s PUBLIC KEY)

(unique identifier of CA public key)

(unique identifier of subject public key)

(digitalSignature or non-repudiation or keyEncipherment)
(appropriate policy OID)

(CRL X.500 entry location)

Er BURZRBIBGE BEHIPER, I AGK B 7 BTN AR JE S MR R A AT 8 BEUE 5 R F A 2

Version
SerialNumber
Signature
baseCertificatelD
entityName

(3)

(unigue number)

(sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5}
339393322281

Dr Benjamin Casey
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Optional

AttCertValidity

Attributes

Issuer
countryName
localityName
organizationName
commonName

Validity

Subject
countryName
localityName

organizationName
commonName
subjectPublicKeyinfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints

A.9 xf58: CAIEBILER
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Period
Surgeryrecordaccess,

(US= United States of America)
(California)

(California Hospital Authority)

(CA -/ policy v01)

(validity period coded as UTCTime)

(US= United States of America)
(Region = California)

(Midtown Hospital)

(Midtown Secure Server 01)

(public RSA key, 1024 bit{1, 2, 840, 113549, 1, 1, 1})
(Subject’s PUBLIC KEY)

(unique identifier of CA public key)

(unique identifier of subject public key)

(digitalSignature or non-repudiation or keyEncipherment)
(appropriate policy OID)

(CRL X.500 entry location)

Er DURIRGMAZ Ul YRR, I AN A IR AR M Kok R AT g BRI i A =X
Version (2 — decimal code for version 3 certificates)

SerialNumber (unique number)

Signature (sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5})

Issuer
countryName
localityName
organizationName
commonName

Validity

Subject
countryName
localityName

organizationName

commonName
subjectPublicKeylnfo

algorithm

subjectPublicKey

(US=United States of America)

(Ex. Region California)

(Ex. California Hospitals Authority)
(Ex. CA — Health PKI US-CT/ policy v01)
(validity period coded as UTCTime)

(US=United States of America)

(Ex. Region California)

(Ex. El Cerrito Health Authority)

(Ex. CalifHA PKI US CT/ policy ~ V.03)

(public RSA key, 1024 bit {1, 2, 840, 113549, 1, 1, 1})
(Subject’s PUBLIC KEY)
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Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

A.10 R 9: HEEEBIER

GB/T 21716. 2—XXXX/180 17090-2:2015

(unique identifier of CA public key)
(unique identifier of subject public key)
(CRL and certificate signing)
(appropriate policy OID)

(CA =true)

(CRL X.500 entry location)

E: DURRBIUAUR BEHIER,  FFAS B A BINAAR JE MM R AAT i BUE TS IR O e

Version
SerialNumber

Signature

Issuer
countryName
localityName
organizationName
commonName

Validity

Subject
countryName
localityName

organizationName

commonName
subjectPublicKeyInfo
algorithm
subjectPublicKey
Extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

(2 —decimal code for version 3 certificates)
(unigue number)
(sha-1WithRSAEncryption {1, 2, 840, 113549, 1, 1, 5})

(US=United States of America)
(Region California)

(California Hospitals Authority)

(CA — Health PKI US-CT/ policy vO1)
(validity period coded as UTCTime)

(US=United States of America)
(Region Washington)
(Washington Health Authority)
(CalifHA PKI US CT/ policy ~ V.03)

(public RSA key, 1024 bit{1, 2, 840, 113549, 1, 1, 1})
(Subject’s PUBLIC KEY)

(unique identifier of CA public key)
(unique identifier of subject public key)
(CRL and certificate signing)
(appropriate policy OID)

(CA =true)

(CRL X.500 entry location)
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