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are listed in ISO 37154:2017, 2.5.4, but this document targets
automobile-size vehicles privately or personally used (e.g.
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H4E4 1, F6E6.3.1. FIFI 1) . WK A TEKE:  “This
document clarifies the concept and goals of smart transportation
by referring to the technical aspects suggested by ITU-T V. 4456, ”

“Smart transportation has its own goals and aspects different from

those of ITU-T Y.4456. 7 “ITU-T Y.4456:2018, Clauses 6 and 7
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provide some tips on parking lot service contents. “This concept
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B VR TFEM ARG R SRR A Z R PR T B 2 4. B
R Bodmil (5 e i BAA iR (LEE4%4.1) o JRELAAETY “high
security for driver and parking lot owner identification and privacy,
parking fee payment, data transfer and avoidance of rule violations

” “terminal-to—terminal

by illegal smart transportation users;
communication that is decentralized to achieve fast processing and
reduce organizational, operational and maintenance costs while
maintaining high security. ” MBBUSHIAEN: “a) RIPZHEAIIE
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“In contrast, drivers legally registered with parking lot
allocation systems through an app can access authenticated
information on parking lots.

To achieve such data protection in data processing and transfer,
one-time use public—key cryptography is applied. In this way, public
and private keys are used dynamically and shall be matched in the
same ways, where both public and private keys should be temporarily
created by a data sender (e.g. parking lot owners) and a data

recipient (e.g. data platform managers). When confirming private
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and public key matching, a matching field is also temporarily
created. A sender’ s private key created by the sender and the
sender’ s public key created by a recipient using a common algorithm
are combined in a matching field also temporarily created by the
recipient. In the same way, a field is temporarily created by the
sender, where the recipient’ s private key created by the recipient
is combined with the recipient’ s public key created by the sender
in the same algorithm. When both combinations in the two fields are
successfully matched, respectively, they recognize each other with
higher accuracy.

To obtain such high security, all personal object data or public
and private keys and matching fields should be temporarily created
and used only once. The security level of this procedure is the
highest. To quickly process the procedure, agreements on the
procedure to use a common algorithm to temporarily create keys and
fields are made in advance among the participants in smart
transportation for parking lot allocation. To be technically
correct, private keys are not recognizable to any participants
except the data sender. Therefore, participants can see only public
keys when finding the correct data recipient.

Based on their security, drivers’ identified personal information
can be combined or related to an authenticated vehicle information
through registration with an app. The information shall be encrypted
and authenticated to protect from illegal access, including
intention and action to disclose privacy. Access to the information
shall also be limited.

The data security control concept and procedure 1in smart
transportation to allocate parking lots to drivers are completely
different from those described in ITU-T Y.4456, because smart

transportation should work for people who strongly request



protection of their privacy in all transportation services. In smart
transportation, data security control shall achieve the following:
— high security (e.g. privacy protection);
— fast procedures and processing (e.g. effective allocation of
parking lots, quick parking fee payment and receipt to avoid
congestion at the exit);
— 1low cost for organization, operation and maintenance (e.g.
durability performance).
To meet the requirements for smart transportation, decentralized or
terminal-to—terminal communication shall be adopted therein.”
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